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Post-digital humans



Overview (Digital Competence is Core to Equity, Wellbeing, and Resilience of Digital Citizens)

• What is digital competence? How is it measured?

• Equity: digital competence divide

• Wellbeing of students:
o Online learning participation efficacy

o Internet addiction

o Game addiction

o Cyberbullying experience

o Ability to handle cyber-risks

• How is digital competence related to students’ wellbeing?

• What is digital resilience? Why is it important?

• How is digital competence related to students’ digital resilience? 



What is digital competence? 
How is it measured?



Competence Area 
Dimension 1

Competences 
Dimension 2

Digital Competence Framework developed by 
European Commission Joint Research Centre

5

What is Digital Competence?

European Commission, Joint Research Centre, Vuorikari, R., Kluzer, S., Punie, Y., DigComp 2.2, The Digital Competence framework for citizens – With new examples of knowledge, skills and 
attitudes, Publications Office of the European Union, 2022, https://data.europa.eu/doi/10.2760/115376



Original design:
Digital Citizenship Development in the Digital Age

Longitudinal study on the development of digital 
citizenship for children and youth aged 8-22

(2016-2021)

* Digital literacy (DL)     * Digital access    * Family support (age dependent)
Cumulative effects of three types of digital divide

20.4.2020

Age 8 - 9 

Age 10 - 11 

Age 12 - 13 

Age 14 - 15 

Age 14 - 15 

Age 16 - 17 

Sampled from the same schools

Same age,
 two years apart

This project is funded by the Research Grants Council of the HKSAR Government, #T44-707/16N, under the Theme-based Research Scheme.



A robust digital literacy performance assessment instrument that can 
compare DL achievement from age 8 to 15 (extended to age 17)

•Jin, K.-Y., Reichert, F., Cagasan, L. P., de la Torre, J., & 
Law, N. (2020). Measuring digital literacy across three 
age cohorts: Exploring test dimensionality and 
performance differences. Computers & Education 157, 
103968.
https://doi.org/10.1016/j.compedu.2020.103968

https://doi.org/10.1016/j.compedu.2020.103968


What did we find?

Digital Competence—digital literacy: What HK students could do in 2019

Information and 
data literacy

Communication 
and collaboration

Digital content 
creation

Digital Safety

Problem solving 
using ICT

* Simple search, evaluation & organization of information

*simple, routine communications & sharing digital information 

* Can use common productivity tools to create, edit, change media

* Can use simple ways to address risks, protect devices/privacy/ content

* Can solve simple device/application problems, e.g. smartphone/bookmark



What did we find?

Information and 
data literacy

Communication 
and collaboration

Digital content 
creation

Digital Safety

Problem solving 
using ICT

*Formulate complex search for highly relevant results, evaluate information 

*Adapt communication strategy to context, protect digital identity

*Identify media uses that violate intellectual property rights 

* Sophisticated safety measures, e.g.  identify safe ways to use USB drives 

Solve complex device + application problems: e.g. no sound in video

Digital Competence—digital literacy: What HK students could not do in 2019



Equity: digital competence divide



Digital Literacy performance divides 
within and between schools, 2019 to 2021 

Primary school: Cohort 1

Best performing school 

with low DL divide

Lowest performing school with 

highest DL divide in 2021

Mean digital literacy (DL) score for all students in 2019



Secondary school: Cohort 2 Secondary school: Cohort 3

Mean digital literacy (DL) score for all students in 2019

Best performing school 

with low DL divide

Lowest performing 

cohort 2 school  in 2021

Best performing school 

with low DL divide

Lowest performing 

cohort 3 school in 2021

Largest DL divide 

in 2021

Largest DL divide 

in 2021

Digital Literacy performance divides 
within and between schools, 2019 to 2021 



Primary school: Cohort 1 Secondary school: Cohort 2 Secondary school: Cohort 3

Median score for P5 students 

in highest performing school

Median score for S5 students 

in lowest performing school

In 2021, the P5 students’ DL performance in the best performing primary school was better than 

the S5 students’ overall DL performance of the entire cohort 3 students.

In 2021, the S5 students’ DL performance in the lowest performing secondary school 

was poorer than the P5 students’ overall DL performance of the entire cohort 1 students

Digital Literacy performance divides 
within and between schools, 2019 to 2021 



How has individual students’ digital literacy performance changed  2019 -2021?

1. Most students have improved 

in their DL scores from 2019 

to 2021.

2. For each cohort, there is a 

minority of students who 

have in fact regressed in their 

DL scores

3. The performance divide has 

increased over time across 

all three cohorts. 

4. The divide gap increase is 

bigger for the older age 

cohorts.

Cohorts Schools Classes Students

2019 2021 2019 2021 2019 2021 Common

1 18 12 39 48 750 507 234

2 14 11 27 39 715 839 389

3 29 38 581 625 264

Cohort 1                                 Cohort 2                                Cohort 3

Spaghetti Plots of Individual Digital Literacy Growth Trajectories by Cohort         

2019             2021                 2019             2021                   2019            2021



Digital literacy divide and students’ family SES

Family SES measurement

Academic social capital (ACAD-CAP):
• parental education levels 
• the number of books at home

Home resources (HOME-RES):
whether students have:
• their own room
• study desk
• a quiet place to study

Cohort ACAD-CAP HOME-RES

C1 0.17** 0.14**

C2 0.13** 0.06

C3 0.08 0.02

Correlations between DLA and SES (ACAD-CAP and HOME-RES) 

across Cohorts (2021)

Note. ** p<0.01

• Family SES is positively related to students’ DL achievement

• The SES impact is greatest at younger ages

• Family investment in academic support is more important than overall 

economic status

Effect of SES on DL achievement found only at the school level:

• Students studying in schools with higher mean SES have higher DL

• Students’ family SES does not affect their DL compared to students 

in the same school



Wellbeing of students (2019 – 2021)
o Online learning participation efficacy
o Internet addiction
o Game addiction
o Cyberbullying experience
o Ability to handle cyber-risks



Digital wellness status of HK students’ Mental Health

• Instrument not suitable 

for students under 10.

• Students in older 

cohorts reported more 

mental health problems 

than younger students 

in both 2019 and 2021

• Significant increases in 

mental health problems 

across all cohorts.

Typical Some 

problems

Severe 

problems

Measured by GHQ12 (General Health Questionnaire (Goldberg, 1970)

Typical Some 

problems

Severe 

problems



• Instrument not suitable 

for students under 10.

• Students in older 

cohorts reported more 

mental health problems 

than younger students 

in both 2019 and 2021

• Significant increases in 

mental health problems 

across all cohorts.

Typical Some 

problems

Severe 

problems

Measured by GHQ12 (General Health Questionnaire (Goldberg, 1970)

Typical Some 

problems

Severe 

problems

Digital wellness status of HK students Mental Health



Digital wellness status of HK students’ internet addiction
Measured by Internet Addiction Test (Young 2016)

Risk of addiction Risk of addiction

• Instrument not suitable for 

students under 10.

• No difference between 

cohorts 2 & 3 students

• Internet addiction increased 

significantly for both cohorts 

2 & 3 students, and these 

are higher than cohort 1 

students in 2021.



Measured by Internet Addiction Test (Young 2016)

Risk of addiction Risk of addiction

• Instrument not suitable for 

students under 10.

• No difference between 

cohorts 2 & 3 students

• Internet addiction increased 

significantly for both cohorts 

2 & 3 students, and these 

are higher than cohort 1 

students in 2021.

Digital wellness status of HK students’ internet addiction



Digital wellness status of HK students’ Game Addiction

• Cohort 3 students in 2019 

had significantly less game 

addiction than Cohorts 1 & 

2 students. 

• In 2021, students in all 

three cohorts showed no 

significant change in game 

addiction compared to 

2019.

• Game addiction is much 

lower than Internet 

addiction for all three 

cohorts

• Boys showed higher levels 

of game addiction at both 

time points in all three 

cohorts. 

Measured by the Short Internet Gaming Disorder Scale (Lemmens, Valkenburg, & Gentile, 2015) 

Risk of addiction

Risk of addiction



• Cohort 3 students in 2019 

had significantly less game 

addiction than Cohorts 1 & 

2 students. 

• In 2021, students in all 

three cohorts showed no 

significant change in game 

addiction compared to 

2019.

• Game addiction is much 

lower than Internet 

addiction for all three 

cohorts

• Boys showed higher levels 

of game addiction at both 

time points in all three 

cohorts. 

Measured by the Short Internet Gaming Disorder Scale (Lemmens, Valkenburg, & Gentile, 2015) 

Risk of addiction Risk of addiction

Digital wellness status of HK students’ Game Addiction



Digital wellness status of HK students’
Cyberbullying experience

• Among 2019 students with cyberbullying 

experience, almost half (48%) were both 

victims and perpetrators, indicating a strong 

correlation (Pearson r = 0.53) between being 

a victim and a perpetrator. 

• Previous cyberbullying experience (2019) is 

positively correlated with subsequent 

cyberbullying experience (2021; Pearson r = 

0.71).

Examples of cyberbullying: 
• sending mean texts to someone
• being rude or mean to someone in an online game
• spreading secrets or rumors about someone online. 

Note: 

Question in 2019: Have you ever experienced following cyberbullying experience…

Question in 2021: In the past three months, have you experienced following cyberbullying experience…



Relationship between students’ 
wellbeing and their digital competence



Conceptual Framework of the relations between 
DL and cyber-wellness



Students’ digital literacy affect their digital wellness  

Cyberbullying experience

Online safety

Digital literacy score

+ve
correlation

-ve
correlation

Digital literacy: 2019 (Wave 1) findings



Pearson Correlation Coefficients (r) between DL and cyber-wellbeing

Students’ digital literacy affect their cyber-wellness  



Pearson Correlation Coefficients (r) between Mental Health Problems and cyber-wellbeing

Students’ mental health and their cyber-wellness  



Children and adolescents with gaming addiction may:

* have physical health problems such as obesity and insomnia.

* show aggression, impulsive behaviors, obsessive-
compulsive disorder
* be prone to risky online behaviors such as cyberbullying



Digital competence protective against mental 
health issues related to digital technology use

• Digital competence is associated with less gaming addiction and 
could potentially lead to better mental wellbeing by reducing the 
risks of gaming addiction and cyberbullying.

•Tso, W.W.Y., Reichert, F., Law, N., Fu, K.W., de la Torre, J., Rao, N., Leung, L.K., Wang, Y-L., Wong, W.H.S., & Ip, P. (2022). Digital competence as a protective 
factor against gaming addiction in children and adolescents: A cross-sectional study in Hong Kong. The Lancet Regional Health - Western Pacific, 20, 100382.
https://doi.org/10.1016/j.lanwpc.2022.100382

https://doi.org/10.1016/j.lanwpc.2022.100382


Digital technology use and cyberbullying among 
primary school children: Digital literacy and parental 
mediation as moderators.

• Research has shown a positive correlation between digital technology 
use and cyberbullying among primary school-aged children, with 
digital literacy and parental mediation playing a moderating role.

• Children with higher DL levels are less likely to be victims of cyber-
bullying even when the frequency of digital technology use was high. 

•Tao, S., Reichert, F., Law, N., & Rao, N. (2022) Digital technology use and cyberbullying among primary school children: 
Digital literacy and parental mediation as moderators. Cyberpsychology, Behavior, and Social Networking
http://doi.org/10.1089/cyber.2022.0012

http://doi.org/10.1089/cyber.2022.0012


Funded by another charity: the DH Chen Foundation

Two connected studies each with 
2 phases of data collection

RGC TRS  wave-1 

(Jan-Jun 2019)

1st/2nd wave COVID 

e360
(8 Jun – 12 Jul 2020)

RGC TRS wave-2 
(Apr – Jul 2021) 

5th Wave (2022 - ) 

e-360 Ver2 

(Jun-Aug, 2022)

Funded by the Research Grants Council of HK

Funded by the HK Jockey Club Charities Trust

Funded by the Research Grants Council of HK

Dates indicated are the time period for data collection



eCitizen Education 360: An extension of the Learning and 
Assessment for Digital Citizenship project

An action-oriented study to engage community 
partners in interpreting and making aligned efforts to 

support learning at all levels to

Co-INVENT the New Normal



Funded by another charity: the DH Chen Foundation

Two connected studies each with 
2 phases of data collection

RGC TRS  wave-1 

(Jan-Jun 2019)

1st/2nd wave COVID 

e360
(8 Jun – 12 Jul 2020)

RGC TRS wave-2 
(Apr – Jul 2021) 

5th Wave (2022 - ) 

e-360 Ver2 

(Jun-Aug, 2022)

Funded by the Research Grants Council of HK

Funded by the HK Jockey Club Charities Trust

Funded by the Research Grants Council of HK

Dates indicated are the time period for data collection
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(Jan-Jun 2019)

1st/2nd wave COVID 

e360
(8 Jun – 12 Jul 2020)
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(Jun-Aug, 2022)

Funded by the Research Grants Council of HK

Funded by the HK Jockey Club Charities Trust
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What is digital resilience, its importance 
and relationship with digital competence



Three types of coping strategies when encountering adversity:

1. Communicative coping (e.g., seeking support from parents or friends),

2. Proactive or productive coping (e.g., actively addressing problems)

3. Passive or non-productive coping (e.g., ignoring problems) 

The capacity to bounce 
back from adversity



Pan, Q., Lan, M (November, 2023). Protective factors contributing to adolescents’ multifaceted digital resilience for their wellbeing: a socio-ecological perspective. Navigating the Digital World: Strategies for 
Improving Student Wellbeing Online, ERAS-WERA Focal Meeting 2023 symposium. 

Pan et al. (November, 2023). Protective factors contributing to adolescents’ multifaceted digital resilience for their wellbeing



Key findings

1. Impact of digital resilience on wellbeing

• Recovery and Learn components of DR are significantly associated with adolescents’ 
wellbeing

• The use of non-productive coping strategies (non-PC) negatively affects adolescents’ 
wellbeing

2.  Impact factors on digital resilience at the individual level

• Students’ DL is positively and significantly associated with both productive (PC) and 
non-productive (non-PC) coping strategies, with the impact slightly stronger for PC.

3.  Familial factors impact on digital resilience

• Parental monitoring (PM) is only significantly associated with students’ non-productive 
(non-PC)

• Parent-child relationship (PCR) is significantly associated with students’ Recovery and 
Learn

• Family SES is positively associated with Recovery and Learn.

• SES is negatively associated with RtO coping strategies

4.  School level impact factors to promote digital resilience

• The presence of digital literacy (DL) programmes and cyberbullying-related curricula 
(CB) were both found to be significantly associated with students’ DL

Associations between wellbeing, digital resilience, and digital literacy 

1,882 parent-child pairs in 30 secondary
schools in Hong Kong.

➢ Group 1 consists of those
students who did not report any
online risk experiences
(𝑁_𝐺1=589,31%)

➢ Group 2 consists of those
students who did report online
risk experiences (𝑁_𝐺2=1,239,
66%)

➢ Missing 54 student-parent pairs (3%)

Pan, Q., Lan, M (November, 2023). Protective factors contributing to adolescents’ multifaceted digital resilience for their wellbeing: a socio-ecological perspective. Navigating the Digital World: Strategies for 
Improving Student Wellbeing Online, ERAS-WERA Focal Meeting 2023 symposium. 



Summary of findings 

• There is a gigantic, digital literacy (DL) divide among students, within and 
between schools that is more serious for older students

• Students’ mental health and digital wellbeing have generally deteriorated 
significantly between 2019 and 2021

• DL is a protective factor for overall wellbeing of students 

• The digital competence gaps have implications not only on students’ 
academic learning but also mental health and cyber-wellness

• Parent-child relationship is significantly associated with students’ wellbeing 

and digital resilience



What should be done to both foster digital literacy and to 
protect students’ mental health (and other wellbeing aspects)?

online resilience: 
• Needs exposure

• Similar to the concept of 
vaccination

Needs guidance from parents, 
teachers & community 

Digital competence:
• Digital literacy

• Collaborative problem solving

Integrated across the school 
curriculum 

Students need to be guided in their development of



’

Students’

 Wellbeing

Parenting

Schools’ 
online 

teaching 

Recommendations

For Students For Parents 

• Provide support to help students equip with 
self-regulated learning strategies and 
positive cognitive emotional regulation 
strategies to facilitate their wellbeing. 

• Encourage students to participate in activities 
that can develop their digital literacy and 
master strategies to prevent and respond to 
cyberbullying.

• Need a holistic approach in their parenting, 
focusing on cultivating a positive relationship 
with their children in addition to practicing 
digital and general parenting to support 
students’ online learning and wellbeing.

• Stay informed about the latest digital trends and 
risks to improve their children digital literacy. 

• Encourage and teach their children to use 
strategies for managing their emotions and 
focusing on goals, to develop their abilities of 
self-regulated learning strategies and cognitive 
emotional regulation strategies. 



Recommendations
’

Students’

 Wellbeing

Parenting

Schools’ 
online 

teaching 

For Schools For Community 

• Encourage greater usage of digital technology, 
cultivate a positive school climate (i.e., positive 
energy, trust & collaboration), and facilitate teacher 
collaboration so that teachers can be more 
efficacious in their online teaching.

• Organise more anti-cyberbullying workshops to teach 
students how to prevent and respond to 
cyberbullying, and provide them with secure 
reporting channels.

• Facilitate students’ self-regulated learning strategies 
and strengthen digital literacy with relevant 
measures.

• The whole community including relevant 
professional, community, business and 
governmental organisations as well as 
individual professionals, should be involved 
further to harness their expertise, resources or 
services not just to provide students with 
emotional and social support, but also to help 
parents on effective parenting practices 
(including general and digital parenting) as 
well as to provide support for school 
development especially in student wellbeing.
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